
HPE Trainings 



Switching

HPE Associate Switching

Course Training 



Topics:

AOS-CX Switching Portfolio
Network designs
Switching Portfolio

Switching Fundamentals
Switching contexts
Command Line Interface (CLI)
Basic configuration

VLANs
Domains - Collision and broadcast
LANs and VLANs
802.1Q
Forwarding Tables

Spanning Tree
Purpose
Redundant networks
Spanning Tree Protocol (STP)
Rapid Spanning Tree Protocol (RSTP)
Multiple Spanning Tree Protocol (MSTP)

Link Aggregation
Overview and interface requirements
Static and dynamic LAGs
Load sharing

Switch Stacking and Extension
Operational planes
Virtual Switching Framework (VSF)

Layer 3 Routing
Intro to routing
IP routes and default gateways
Inter-VLAN routing
Packet delivery

IP Routing Fundamentals
Principles of routing
Routing tables
Routing protocols

Dynamic IP Routing
Intro to OSPFv2



Neighbor relationships
OSPF network types

Quality of Service
Intro to Quality of Service (QoS)
Packet classification and marking
Queuing
Rate Limiting

Network Security Fundamentals
Security fundamentals
Port access
Captive Portal

Secure Management and Maintenance
Secure management
Maintenance

EXAM:



HPE Professional Data Center



Course Training

Topics

Introduction to data center networks
Define data center networks
Discuss common drivers for data center networks
Distinguish common data center network requirements
Differentiate data center versus campus networks



Data center network products and technologies
Introduce HPE Aruba Networking data center products and technologies
Compare the data center management options and advantages
Deployment models, products, and technologies
List and demonstrate connection high availability, fault tolerance and load balancing

Data center network design
Define requirements for data center network design
Introduce data center network design
Describe data center policy design
Compare the data center management options and advantages
Demonstrate the supported HPE Aruba Data Center Reference Architectures

Switch provisioning and staging
Switch staging options
Manual provisioning
ZTP provisioning
Remote management

Layer 2 collapsed core
Debate the L2 collapsed core solution and advantages
Describe the components of the solution

Switch virtualization and stacking
List HPE Aruba Networking switch virtualization and stacking options and their 
characteristics
Explain the difference between stacking and virtualization and their use cases on DCN
Describe HPE Aruba Networking VSX technology
Explain how VSX could be deployed in a data center
Examine the usage and benefits of VSX in a data center

Loop prevention
Link aggregation group (LAG) and multi-chassis LAG
Load balancing
Spanning tree protocols
Redundant network links:

Multiple Spanning Tree Protocol
Loop protect
Rapid Ring Protection Protocol

Virtual Routing and Forwarding (VRF)
Describe the concepts behind VRF
Explain VRF features
Demonstrate common use cases for VRF
Configure and maintain an AOS-CX switch running multiple VRFs

Leaf spine networks
Debate the spine and leaf solution and advantages
Describe the components of the solution

Virtual Extensible VLAN (VXLAN)
Describe the VXLAN feature
Describe basic VXLAN operations
Describe the MAC learning process in a VXLAN



Describe virtual VXLAN to physical VLAN network integration
Explain the basic configuration of a VXLAN tunnel

EVPN
Introduce EVPN concepts and use cases
Explain the EVPN configuration process
Describe EVPN monitoring and troubleshooting
Optimize the EVPN environment with ARP and ND suppression
Describe the EVPN fabric configuration steps to handle multicast traffic
Explain IPv6 EVPN overlay over an IPv4 underlay configuration

HPE Aruba Networking Fabric Composer
Define the purpose of Fabric Composer
Navigate menus and identify icons
Manage network services using Guided Set Up
Explain the benefits of integrating Fabric Composer with VMware vSphere, HPE ILO, 
and Pensando Policy Service Manager
Integrate Fabric Composer with VMware products and solutions
Integrate Fabric Composer with HPE iLO to configure, monitor securely, and update 
your HPE servers
Integrate Fabric Composer with Pensando Policy Services Manager to set up policy for 
securing your network

Securing the data center with the HPE Aruba Networking CX 10000 Switch
Define and describe 10K Switch features that improve network performance, security 
and design 
Manage network services with HPE Aruba Networking Fabric Composer
Implement policy and network segmentation using Fabric Composer or Pensando 
Policy Service Manager
Utilize analytics gathered by telemetry to view network configuration and view alerts

Data center bridging (DCB)
Describe DCB and IP ECN
Configure DCB and IP ECN
Describe DCB monitoring options

Network Analytics Engine (NAE)
Describe NAE use cases to monitor and troubleshoot the network.
Describe NAE agents
Describe NAE troubleshooting

REST API
Describe the need for the API
List the REST API features and functions
Demonstrate an AOS-CX REST API use case

HPE Aruba Networking Central on Prem (COP)
Describe COP
Explain COP use cases for DCN

EXAM





HPE Professional Switching



Topics

Intro to AOS-CX Switching
AOS-CX switch overview
Legacy management systems
Modern management approach
The REST API and URIs
NAE and the Time-series database
Dynamic Segmentation
Always on POE
Virtual Output Queuing

Virtual Switching eXtension
Virtual switching technologies
VSX components
VSX synchronization
Split brain scenarios

Layer 2 Optimization
UDLD
Private VLAN
Basics of Spanning Tree Protocol
RPVST+

Advanced OSPF
OSPF overview
Multi-area OSPF
Route redistribution using ASBRs
OSPF area types
OSPF redundancy
Additional OSPF features



Border Gateway Protocol
BGP overview
BGP neighbor connections
BGP route advertisements
BPG route selection metrics and tuning
Controlling eBGP routes

Additional Layer 3 Features
Virtual routing and forwarding (VRF)
Policy-based routing
ARP protection
DHCP snooping
IPsec and NAT

IGMP
Multicast introduction
IGMP overview

Multicast Routing
PIM introduction
PIM-DM
PIM-SM
PIM-SM build-up process
BSR mechanism
VSX and PIM

Access Control Lists
ACL introduction and creation
ACL application scenarios
Applying ACLs
Object groups
Classification policies
Restrictions and resource utilization

802.1X Authentication
Authentication overview
802.1X authentication overview
Configuring 802.1X on switch ports
RADIUS attributes for the dynamic settings
User roles overview
Device fingerprinting overview

MAC Authentication
MAC authentication overview
MAC-auth with multiple clients
MACsec overview

Dynamic Segmentation
Dynamic Segmentation overview
User-based tunneling
Configuring UBT
UBT with MC cluster
Troubleshooting



REST API
REST API introduction
REST basic concepts
Enabling the REST interface on an AOS-CX switch
Sending requests to the REST API
Accessing the REST API reference interface
Use cases and resources

Quality of Service
QoS overview
Classifying traffic and applying policies
LLDP-MED and device profiles

Network Analytics Engine (NAE)
NAE overview
NAE agents
Agent actions

Troubleshooting
Troubleshooting overview
Troubleshooting principles
Components of effective troubleshooting
Need for a methodical approach
Problem-solving methodology
Network troubleshooting tools

EXAM





HPE Architect Data Center

Topics

Discovering Requirments
Identify stakeholders and sponsors
Understand the objectives
Identify initial environment
Collect information

Analyze the Requirements
Determine the possible high-level solutions



Map the requirements into technical solutions
Analyze requirements and constraints
Document assumptions
Determine the options to meet the business needs

Architect the Solution
Create preliminary solution
Select the correct products
Determine network segments and protocols for the design
Design security for the network
Validate that the design meets the original requirements

Prepare and Present the Solution
Create the design documentation
Preset the solution
Review the solution and modify as needed
Deliver the completed solution

EXAM



Campus Access

HPE Associate Campus Access



Course Training 

TOPICS:

Networking Fundamentals
Define networking, LAN, WAN and their components
Explain OSI model & encapsulation
Discuss different types of physical media
Compare unicast, multicast, and broadcast
Explain TCP/IP stack
Discuss different types of networking devices

Switching Fundamentals
Explain how to connect to and access a switch
Describe initial switch setup



Describe how to and configure VLANs, tagging, and IP addressing
Explain how to use LLDP and ICMP for network discovery and diagnosis
Explain how to configure link aggregation to improve performance/resiliency

Basic IP Setup
Discuss Inter-VLAN routing
Explain DHCP relay
Discuss static IP routing
Explain how to configure single-area OSPF

Network Redundancy
Discuss Spanning Tree
Explain VRRP and VSX

VSF
Describe VSF
Explain how to configure VSF
Describe Auto-VSF
Explain VSF MAD

Introduction to HPE Aruba Networking Solutions
Discuss ESP
Introduce HPE Aruba Networking switching products
Introduce HPE Aruba Networking WLAN portfolio
Introduce HPE Aruba Networking Central
Introduce HPE Aruba Networking ClearPass

Central for Device Management
Explain how to perform device onboarding
Describe how to create HPE Aruba Networking Central Groups
Describe UI config mode
Describe template config mode
Describe HPE Aruba Networking Central licensing

Device Profiling and AP onboarding
Describe the use of device profiling
Describe LLDP and MAC profiling
Explain how to connect APs to HPE Aruba Networking Central
Explain how to perform initial AP setup

WLAN Fundamentals
Describe the fundamentals of 802.11, RF frequencies and channels
Explain RF Patterns and coverage including SNR
Roaming Standards and QOS requirements
Describe aspects of RF design
Explains how to configure WLANs

Implementing Secure WLANs
Explain AAA
Describe 802.1X authentication
Explain how to configure secure WLANs
Discuss roles and access rules

Guest Access
Describe guest access



Explain how to set up captive portal authentication
Describe how to configure guest WLANs

WLAN Security
Describe WLAN security
Explain certificates
Describe cloud authentication

Monitoring and Maintenance
Explains the use HPE Aruba Networking Central monitoring capabilities
Describe how to identify LED status
Explain how to perform firmware upgrades
Describe how to enable SNMP on devices
Describe AI Insights
Describe Alerts & Reports
Explain UXI

Troubleshooting
Describe how to perform password recovery and factory reset procedures
Explain HPE Aruba Networking Central connectivity troubleshooting
Describe how to enable spectrum analysis
Explore HPE Aruba Networking Central troubleshooting tools

EXAM



HPE Professional Campus Access

Course Training 
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HPE Expert Campus Access Mobility



Topics

Troubleshooting
Diagnostic principles
Troubleshooting zone
Logs
Packet analysis

Wired Campus Network
Best practices and recommendations
Functional underlay network
Central options to configure the wired network

Wireless Campus Network
HPE Aruba Networking Gateway cluster
Corporate SSID
IoT SSID
Guest SSID

Wired Authentication
AOS-CX user-roles
Port authentication
HPE Aruba Networking AP authentication
User-Role flow and assignation
High-availability
Troubleshooting
Cloud authentication

Overlay Network
Centralized Tunnels – UBT
Distributed Tunnels – VXLAN



Distributed Campus-wide fabric
Securing the Overlay network
Troubleshooting

Network Optimization
Implementing QoS on a campus network
User Experience – UXI
Other techniques to apply

Reporting Information and Network Management
Management access using TACACS+
Online reports
VisualRF AP coverage
Central API interface
Postman as API software
Webhooks

Trouble tickets

EXAM



HPE Architect Campus Access



Topics

Discover Requirements
Define the goals
Identify current environment (possible constraints, depending on project)
Identify the objectives
Collect information

Analyze Requirements
Determine possible high-level solutions
Map the requirements into technical solutions
Evaluate the proposed solution against the known dependencies and project 
objectives
Document assumptions

Architect the Solution
Identify the solution options that meet the business needs
Design high-level topologies
Select the correct products
Determine the appropriate overlay and underlay design
Validate that the design meets the original requirements

Propose the Solution
Create the design documentation
Present the solution
Create final design

EXAM





Network Security

HPE Associate Network Security

Course Training 



Topics:

Security Threats and Security Strategy
Security Technologies
Hardening AOS-CX Switches
Hardening AOS Devices
Secure LAN Protocols
Network Authentication and Encryption Technologies
Edge Security with HPE Aruba Networking

EXAM



HPE Professional Network Security



Topics

HPE Aruba Networking Security Strategy and ClearPass Fundamentals
Deploy Trusted Certificates
Implement Certificate-Based 802.1X
Implement Advanced Policies on the Role-Based AOS Firewall
Evaluate Endpoint Posture
Implement a Trusted Network Infrastructure
Implement 802.1X and Role-Based Access Control on AOS-CX
Implement Dynamic Segmentation on AOS-CX Switches
Monitor with Network Analytics Engine (NAE)
Implement WIDS/WIPS



Use CPPM and Third-Party Integration to Mitigate Threats
Implement Device Profiling with CPPM
Device Profiling with HPE Aruba Networking
Deploy ClearPass Device Insight
Integrate Device Insight with CPPM
Use Packet Captures To Investigate Security Issues
Secure Remote and Branch Access
Configure HPE Aruba Networking Gateway IDS/IPS
Use HPE Aruba Networking Central Alerts

EXAM






